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Stéganographie - Puzzle - 100 points

1 Résolution Puzzle :

Voici l’image qui nous est donnée pour ce challenge :

Cette fois-ci, la consigne est plutôt simple : il faut résoudre le puzzle qui nous est donné.

Pour le résoudre, vous pouvez utiliser un logiciel de manipulation d’images (comme paint.net sous Windows) qui
vous permettra de déplacer les pièces et de tenter de résoudre ce challenge.

Vous pouvez également tenter de le résoudre de façon automatique, l’idée étant de procéder en plusieurs étapes :
� 1. Ouverture de l’image et récupération des pièces (en 50 x 50 pixels).
� 2. On supprime toutes les pièces qui n’ont que des pixels blancs.
� 3. On trie les pièces par ordre décroissant du nombre de pixels noirs sur le contour.
� 4. On place la première pièce au milieu.
� 5. On prend le côté qui a le plus de pixels noirs et on prend la pièce qui matche le plus.
� 6. On place la pièce sur ce côté, puis on répète jusqu’à résolution.

L’idée de prendre les pièces avec le plus de pixels noir sur le contour puis de prendre les côtés avec le plus de pixels
noir pour placer les pièces suivantes nous permet de diminuer au maximum la probabiliét de se tromper de pièce.

Voici le code :

1 import random

2

3 def specialScalarProduct(a, b) :

4 if a == None or b == None :

5 return 0

6 sumToReturn = 0

7 for i in range(0, len(a)) :

8 if a[i] == b[i] :

9 sumToReturn += 256 * 256

10 else :

11 sumToReturn -= 256

12 return sumToReturn

13

14 def getNeighborsLines(cellY , cellX , piecesPositions , pieces , pieceSize) :

15 neighboursToCheck = { "bottom" : None , "top" : None , "left" : None , "right" : None }

16 if piecesPositions[cellY + 1][ cellX] != -1 :

17 pieceBelow = piecesPositions[cellY + 1][ cellX]

18 neighboursToCheck["bottom"] = [ pieces[pieceBelow ][0][i] for i in range(0, pieceSize) ]

19 if piecesPositions[cellY - 1][ cellX] != -1 :

20 pieceTop = piecesPositions[cellY - 1][ cellX]

21 neighboursToCheck["top"] = [ pieces[pieceTop ][ pieceSize - 1][i] for i in range(0, pieceSize)

]

22 if piecesPositions[cellY][cellX - 1] != -1 :

23 pieceLeft = piecesPositions[cellY ][ cellX - 1]

24 neighboursToCheck["left"] = [ pieces[pieceLeft ][i][ pieceSize - 1] for i in range(0,

pieceSize) ]

25 if piecesPositions[cellY][cellX + 1] != -1 :

26 pieceRight = piecesPositions[cellY ][cellX + 1]

27 neighboursToCheck["right"] = [ pieces[pieceRight ][i][0] for i in range(0, pieceSize) ]

28 return neighboursToCheck

29

30 def sortSpacesAroundByMostBlackPixels(pieceSize , pieces , piecesPositions , spacesAroundToTry) :

31 # First , getting the values

32 neighborsBlackPixelCount = []

33 for i in range(0, len(spacesAroundToTry)) :

34 neighboursToCheck = getNeighborsLines(spacesAroundToTry[i][0], spacesAroundToTry[i][1],

piecesPositions , pieces , pieceSize)

35 blackPixelCount = 0

36 if neighboursToCheck["bottom"] != None :

37 for i in range(0, len(neighboursToCheck["bottom"])) : blackPixelCount += 1 if

neighboursToCheck["bottom"][i] != 255 else 0

38 if neighboursToCheck["top"] != None :
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39 for i in range(0, len(neighboursToCheck["top"])) : blackPixelCount += 1 if

neighboursToCheck["top"][i] != 255 else 0

40 if neighboursToCheck["left"] != None :

41 for i in range(0, len(neighboursToCheck["left"])) : blackPixelCount += 1 if

neighboursToCheck["left"][i] != 255 else 0

42 if neighboursToCheck["right"] != None :

43 for i in range(0, len(neighboursToCheck["right"])) : blackPixelCount += 1 if

neighboursToCheck["right"][i] != 255 else 0

44 neighborsBlackPixelCount.append(blackPixelCount)

45

46 # Then , sorting them

47 for i in range(0, len(spacesAroundToTry)) :

48 maxIndex = i

49 for j in range(i + 1, len(spacesAroundToTry)) :

50 if neighborsBlackPixelCount[j] > neighborsBlackPixelCount[maxIndex] :

51 maxIndex = j

52 temp1 = spacesAroundToTry[i]

53 spacesAroundToTry[i] = spacesAroundToTry[maxIndex]

54 spacesAroundToTry[maxIndex] = temp1

55 temp2 = neighborsBlackPixelCount[i]

56 neighborsBlackPixelCount[i] = neighborsBlackPixelCount[maxIndex]

57 neighborsBlackPixelCount[maxIndex] = temp2

58

59 # Loading image

60 pieceSize = 50

61 scrambled = Image.open("scrambled.png")

62 width , height = scrambled.size

63

64 # Getting the pieces

65 pieces = []

66 for yPiece in range(0, height // pieceSize) :

67 for xPiece in range(0, width // pieceSize) :

68 currentPiece = [ ]

69 for y in range(0, pieceSize) :

70 currentPiece.append ([])

71 for x in range(0, pieceSize) :

72 pixelValue = scrambled.getpixel (( xPiece * pieceSize + x, yPiece * pieceSize + y))

73 temp = (pixelValue [0] + pixelValue [1] + pixelValue [2]) // 3

74 currentPiece [-1]. append (0 if temp < 255 else 255)

75 pieces.append(currentPiece)

76

77 # Removing white pieces

78 i = 0

79 removedCount = 0

80 while i < len(pieces) :

81 isWhite = True

82 for j in range(0, pieceSize) :

83 for k in range(0, pieceSize) :

84 if pieces[i][j][k] != 255 :

85 isWhite = False

86 break

87 if not isWhite :

88 break

89 if isWhite :

90 print("Removing piece " + str(i + 1 + removedCount))

91 pieces = pieces [:i] + pieces[i+1:]

92 removedCount += 1

93 else :

94 i += 1

95

96 # Now , we sort the pieces by decreasing amount of black pixels on the contour

97 blackPixelsOnContourForEach = []

98 for i in range(0, len(pieces)) :

99 nonWhiteCount = 0

100 for j in range(0, pieceSize) :

101 nonWhiteCount += 1 if pieces[i][0][j] != 255 else 0

102 if j > 0 : nonWhiteCount += 1 if pieces[i][j][0] != 255 else 0

103 if j > 0 : nonWhiteCount += 1 if pieces[i][ pieceSize - 1][j] != 255 else 0

104 if j > 0 and j < pieceSize - 1 : nonWhiteCount += 1 if pieces[i][j][ pieceSize - 1] != 255

else 0

105 blackPixelsOnContourForEach.append(nonWhiteCount)

106 # Sorting

107 for i in range(0, len(pieces)) :

108 minIndex = i

109 for j in range(i + 1, len(pieces)) :

110 if blackPixelsOnContourForEach[j] < blackPixelsOnContourForEach[minIndex] :

111 minIndex = j

112 temp1 = blackPixelsOnContourForEach[i]

113 blackPixelsOnContourForEach[i] = blackPixelsOnContourForEach[j]
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114 blackPixelsOnContourForEach[j] = temp1

115 temp2 = pieces[i]

116 pieces[i] = pieces[j]

117 pieces[j] = temp2

118 # Printing those pieces to an image

119 tempImage = Image.new("RGB", (( pieceSize + 1) * len(pieces), pieceSize))

120 for i in range(0, len(pieces)) :

121 for y in range(0, pieceSize) :

122 for x in range(0, pieceSize) :

123 tempImage.putpixel ((x + i * (pieceSize + 1), y), (pieces[i][y][x], pieces[i][y][x],

pieces[i][y][x]))

124 for j in range(0, pieceSize) :

125 tempImage.putpixel (( pieceSize + i * (pieceSize + 1), j), (255, 0, 0))

126 tempImage.save("blacksSorted.png")

127

128 # Now , we put this piece in the center and try to put all other ones around

129 step = 0

130 threshold = 100000

131 placedPieces = [ False for i in range(0, len(pieces)) ]

132 placedPieces [0] = True

133 piecesPositions = [ [ -1 for j in range(0, 50) ] for i in range(0, 10) ]

134 piecesPositions [5][25] = 0

135 spacesAroundToTry = [ [ 6, 25 ], [ 5, 26 ], [ 5, 24 ], [ 4, 25 ] ]

136 sortSpacesAroundByMostBlackPixels(pieceSize , pieces , piecesPositions , spacesAroundToTry)

137 while len(spacesAroundToTry) > 0 :

138 # First , finding the intervals to try

139 currentSpaceToTry = spacesAroundToTry [0]

140 neighboursToCheck = getNeighborsLines(currentSpaceToTry [0], currentSpaceToTry [1],

piecesPositions , pieces , pieceSize)

141 spacesAroundToTry = spacesAroundToTry [1:]

142

143 # Then , finding the scores for each piece on each side

144 scoresPerPiece = []

145 for i in range(0, len(pieces)) :

146 if placedPieces[i] != True :

147 scoreBottom = specialScalarProduct(neighboursToCheck["bottom"], [ pieces[i][ pieceSize -

1][j] for j in range(0, pieceSize) ])

148 scoreTop = specialScalarProduct(neighboursToCheck["top"], [ pieces[i][0][j] for j

in range(0, pieceSize) ])

149 scoreLeft = specialScalarProduct(neighboursToCheck["left"], [ pieces[i][j][0] for j

in range(0, pieceSize) ])

150 scoreRight = specialScalarProduct(neighboursToCheck["right"], [ pieces[i][j][ pieceSize

- 1] for j in range(0, pieceSize) ])

151 scoresPerPiece.append(scoreBottom + scoreTop + scoreLeft + scoreRight)

152 else :

153 scoresPerPiece.append (0)

154

155 # Getting the piece with the highest score and placing it here

156 maxIndex = 0

157 for i in range(0, len(pieces)) :

158 if scoresPerPiece[i] > scoresPerPiece[maxIndex] :

159 maxIndex = i

160 if scoresPerPiece[maxIndex] > threshold :

161 placedPieces[maxIndex] = True

162 piecesPositions[currentSpaceToTry [0]][ currentSpaceToTry [1]] = maxIndex

163 if not neighboursToCheck["bottom"] and [ currentSpaceToTry [0] + 1, currentSpaceToTry [1] ]

not in spacesAroundToTry :

164 spacesAroundToTry.append ([ currentSpaceToTry [0] + 1, currentSpaceToTry [1] ])

165 if not neighboursToCheck["top"] and [ currentSpaceToTry [0] - 1, currentSpaceToTry [1] ] not

in spacesAroundToTry :

166 spacesAroundToTry.append ([ currentSpaceToTry [0] - 1, currentSpaceToTry [1] ])

167 if not neighboursToCheck["left"] and [ currentSpaceToTry [0], currentSpaceToTry [1] - 1 ] not

in spacesAroundToTry :

168 spacesAroundToTry.append ([ currentSpaceToTry [0], currentSpaceToTry [1] - 1 ])

169 if not neighboursToCheck["right"] and [ currentSpaceToTry [0], currentSpaceToTry [1] + 1 ] not

in spacesAroundToTry :

170 spacesAroundToTry.append ([ currentSpaceToTry [0], currentSpaceToTry [1] + 1 ])

171 sortSpacesAroundByMostBlackPixels(pieceSize , pieces , piecesPositions , spacesAroundToTry)

172

173 # Increasing step count

174 step += 1

175

176 # Saving the image , we first need to find the size

177 minXCell , maxXCell = 50, 0

178 minYCell , maxYCell = 10, 0

179 for i in range(0, 10) :

180 for j in range(0, 50) :

181 if piecesPositions[i][j] != -1 :

182 if i < minYCell : minYCell = i
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183 if i > maxYCell : maxYCell = i

184 if j < minXCell : minXCell = j

185 if j > maxXCell : maxXCell = j

186 width = (maxXCell - minXCell + 1) * pieceSize

187 height = (maxYCell - minYCell + 1) * pieceSize

188 # Then , we can write into it

189 tempImage = Image.new("RGB", (width , height), (255, 255, 255))

190 for yCell in range(minYCell , maxYCell + 1) :

191 for xCell in range(minXCell , maxXCell + 1) :

192 if piecesPositions[yCell][xCell] >= 0 :

193 for y in range(0, pieceSize) :

194 for x in range(0, pieceSize) :

195 color = (pieces[piecesPositions[yCell ][ xCell ]][y][x], pieces[piecesPositions[

yCell][xCell ]][y][x], pieces[piecesPositions[yCell][xCell ]][y][x])

196 tempImage.putpixel ((x + (xCell - minXCell) * pieceSize , y + (yCell - minYCell) *

pieceSize), color)

197 tempImage.save("solved.png")

La solution que l’on obtient est la suivante :
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